dKaeMusd
= €ELTEX

&: +7 (383) 274-48-01 E, +7 (383) 274-48-02 [ info@academy.eltex.ru

«Kommyrauus u mapmpyruzanus Eltex (0a3oBbiil ypoBeHbD)
v.1»

JantenbHocTh Kypea: 40 akageMU4ecKux 4acoB (5 1Hel).

HeaeBas aynuropus:

— CucremHble aIMUHUCTPATOPHI;

— CrnienualucThl TEXHHYECKUX M UHKEHEPHBIX CITYXKO;

— NHKeHephl CONPOBOXKIACHUS U TEXHUUECKOU MOIIEPHKKH;

— Pazpabotuuku cereoro [10;

— CeteBble HH)KEHEPBI, TOTOBSAIIUECS K cepTudukannoHHomMy 3k3ameHy ECNA R&S.

TpedoBanus K y4acTHHUKAM:
— 3nanue moaeneii OSI u TCP/IP;
— MOHUMAaHue NpUHIMNOB aapecaunu [Pv4 (cTpykrypa agpeca, Macka MOJCETH, JeJIEHUE Ha MMOACETH);
— 3HaKoMCcTBO ¢ ocHoBamu Ethernet (MAC-anpeca, popmar kazipa, pabota KoMMyTaTopa);
— 6azoBoe nonumanue VLAN (noHsTue, TerupoBaHue, HopThl access/trunk);
— YMEHHUE HacTpauBaTh CTATUYECKUE MAPUIPYTHI (B TOM YHCIIE MAPIIPYT M0 YMOIYAHUIO);
— 3HaHUE OCHOB paboThI poTokosioB ARP, DHCP, DNS, HTTP;
— MpeJICTaBlIeHHe O TpaHcopTHOM ypoBHe (mopTel TCP/UDP);
— HaBbIKM DPaboOThl ¢ uHTepdeiicom komanaHoi crpoku (CLI), xenarensHOo Ha obOopynoBanuu Eltex;
160

— ceprudukar 06 okoHuaHuu Kypca «KommyTrarus u Mmapmpytusanus Eltex (HauansHbIN ypoBeHb)» (RnSft)
unu aerctByromuil nnayctpuansnslii ceptudukar ECNT (Eltex Certified Network Technician).

Pe3yabTarbl 00yyeHus:

YmMmern:
— HaCTpamBaTh CETEBOE 00OPYIOBAHUE C UCITOIB30BaHueM nHTepdeiica komanaaou crpoku (CLI);

— IJIAHUPOBATh M BHEJPATH JIOKAJIbHBIE CETU Ha OCHOBe TexHosnoruu Ethernet;

— BHEJIPSITh NPOTOKOJIBI ycTpaHenus nerensd (STP, RSTP);

— KOH(UTYpHUPOBATH MPOTOKOJ TuHaMu4yeckoi Mapiipytuzanun OSPF BHyTpH onHOI 001acTy;

— agmunuctpuposats [P-cepsucsi: DNS, DHCP, NAT u NTP;

— HaCTpauBaTh JIOTUPOBaHUE COOBITHH  (Syslog), pe3epBHOE KONMHMPOBAaHHWE W  BOCCTAHOBIICHHE
KOH(HUTYpaInu;

— OOHOBJIATH IPOrpaMMHOE OO€ecIIeYeHEe Ha MapILIpyTU3aTopax U kommyTtaropax Eltex.
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3HaTh:
— mecto u poib npotokosioB (STP, OSPF, DHCP) u texnonoruu NAT B creke TCP/IP;

— NMPUHLUIBI KOMMYTAIUU 1 MapLUIpyTH3aluu TpapukKa;

— MPHUHLUIIBI pacrpeieeHus aapecHoro npocrpanctsa [IPv4 npu pabdore cepsrucoB (DHCP) u Texnomoruu
NAT;

— NpUHIUIBI paOOThl BUPTyalbHbIX JoKanbHbIX ceTeil (VLAN), marucrpanbhbix coequHeHuit (Trunk) u
pexuma General;

— TexHoJioruu arperanuu kaHainos (LAG/LACP);

— apXUTEKTYpY U NPUHLHUIIBI (PYHKIIMOHUPOBAHUS MeKceTeBOro 3kpana ESR;

— METOJIOJIOTHIO PE3E€PBHOTO KOMMPOBAHMS U BOCCTAHOBJICHUS KOH(PUTYpaLIMOHHBIX (aiiioB.

Baanern:
— HaBBIKAMH J3KCIUTyaTallud U aJIMUHHCTPUPOBAHUS CETEBBIX YCTPOHCTB uepe3 HMHTep(eiic KOMaHIHOM

ctpoku (CLI);
— HaBBIKaMH NMPOEKTUPOBAHMS U Pa3BEPTHIBAHMS CeTeBOW MH(pacTpyKTyphl cermenta SMB;
— HaBbIKaMH KOH(PUTypHUpOoBaHUS (PU3MUECKUX U JIOTUYECKUX HHTEPPENCOB ceTeBOro 060py10BaHMUs;
— METO/IaMH JIMaTHOCTUKH, TTIOMCKA U OTIEPATHBHOTO ycTpaHeHus HeucnpasHoctei (Troubleshooting).
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Y4eOHO-TEMATHYECCKUH TIJIAH

«KommyTanus u mapmipyrtusaius Eltex (0a30BbIil ypoBeHb) V. 1»
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HaumenoBanmue Onucanue Bpems
Tema: 1. ITocTpoenue cereii ¢ momoumbo odopyaosanus Eltex. 4 yaca
Onucanue: 1.1. O6men nHpOpMaLUEH B CETIX Mepeiadn JaHHbIX. 2 yaca
1.1.1. Mopens OSI.
1.1.2. Mogaens TCP/IP.
1.1.3. Mukancynsiuusi JaHHBIX.
1.2. ApXUTEKTypbl IOCTPOCHHUS CETEH nmepelau JaHHbIX.
1.2.1. Uepapxuueckast apXUTEKTypa.
1.3. O6opynoBanue Eltex as ceTeil pa3nu4HOro Maciraoa.
1.3.1. Mansrii / nomamauii opuc (SOHO).
1.3.2. Mausriit u cpennuii 6usHec (SMB).
1.3.3. Kamnycuslie cetu (CAN) u ceTd KpymHOT0 IpenpUsITHS
(Enterprise).
1.3.4. Cetu oneparopos cBsizu (ISP).
JladopaTopuas: |1.1. Ilouck u n3yyeHue npoTOKOJIOB. 2 yaca
1.2. TlopxmrovyeHne Kk yueOHOMY CTEHITY.
HaumenoBanme Onucanue Bpems
Tema: 2. IToakarouyeHue u 6e3onacHas HA4YAJIbHasA KOHGUTrypanus. 4 yaca
Onucanue: 2.1. ApxuTeKTypa ceTeBbIX yCTPOMUCTB. 2 yaca

2.1.1. Jlornueckue cOCTaBIIAIONINE CETEBOTO YCTPOICTBA.

2.1.2. ITnockocth mannbix (Data Plane).

2.1.3. Ilnockocts ynpasnenus (Control Plane).

2.1.4. Ilnockocth MeHEeKMeHTa (Management Plane).
2.2. [loakmaroueHue K 000PyI0BaHHIO.

2.2.1. KoHCONBHBIN TOPT.

2.2.2. Hactpolika y1aJIeHHOTO JOCTyma.

2.2.2.1. Kongwuryparmus nocrymna no SSH na kommyraropax MES

ROS.

2.2.2.2. Kondwuryparmus nocrymna no SSH na kommyratopax MES

ISS.
2.2.2.3. Kongwurypamus nocrymna no SSH Ha MapmpyTuzaropax
ESR.
2.3. Ocnogsi CLI.

2.3.1. Pexxumsr CLI.

2.3.2. KomaHapl 1 KOHTEKCTHBIC MOACKA3KHU.

2.3.3. [IpuMeHeHue 1 yrpaBieHUE KOH(DUTYPALTHSIMHU.
2.3.3.1. Yupasnenue koHPHUrypanusmMu KommyTatopo Eltex
MES.
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24.

2.5.
2.6.
2.7.

2.3.3.2. YipasneHue KoHQUrypanusMu Mapiipytuzatopos Eltex

ESR.

Konnenmus AAA.

2.4.1. JlokanpHas AAA.

2.4.2. Ynanennas (cepBepHas) AAA.

[Tonp30oBaTenyu ¥ NPUBUIETUN.

Hactpotiika nons3oBaTenei v NpUBUIETHM.

Buapl u HacTpotika nHTEpQEiicoB.

2.7.1. Bunsl uatepdeiicoB CETEBBIX YCTPOHCTB.
2.7.1.1. ®uznueckue uHTEPHENCHI.
2.7.1.2. Jloruueckue uHTEPQECHI.

2.7.2. Co3nanue U HaCTpoiika uHTEp(HEencoB.

4.2.

JlabopaTopuasi: |2.1. HauanpHas KOHQUTYpaldsg KOMMYTaToOpa U MapuIpyTU3aTopa. 2 yaca
HaumenoBanmue Onucanue Bpems
Tema: 3. KommyTanust 1 MeTobI 00pad0TKH KAaIPOB. 4 gyaca
Onucanue: 3.1. Anroputm paGoThl KOMMYTATOpA. 2 4aca

3.1.1. ®opmar kazpoB KaHAJILHOTO YPOBHSI.

3.1.2. Ilepecbuika MHAMBUIYAJIbHBIX U TPYIIIIOBBIX KaJIpPOB.

3.1.3. O6paboTka Kapa Ha TOPTE KOMMYTATOpPa.

3.2. AnmunuctpupoBanue ceteii VLAN.

3.2.1. O6mwue cBenenus o VLAN.

3.2.2. ba3zoBbie pexUMbl PabOTHI TOPTOB.

3.2.3. Pexxum General.

3.2.4. Unrepdeiicet SVI u Sub.
JlabopaTopuas: |3.1. KommyTarust 1 MeToabl 00pabOTKU KaaApOB. 2 yaca
HaumenoBanue Onucanue Bpems
Tema: 4. Pe3epBupoBaHue M U30BITOYHOCTH Ha YpoBHe L2. 4 yaca
Onucanue: 4.1. Iletnu B KOMMYTUPYEMBIX CETSIX. 2 yaca

4.1.1. IIpoGiemsl ipu 0Opa30BaHUHM METENb HA ypoBHE L2.
IIporokonbl STP u RSTP.

4.2.1. [lpunmun aerictBus nportokona STP.

4.2.2. BeIOOpBI KOPHEBOT'O MOCTA.

4.2.3. Ponu nnopToB.

4.2.4. CocTosHUS IOPTOB.

4.2.5. U3menenue tonosnoruu STP.

4.2.6. ITporoxon Rapid Spanning Tree (RSTP) u ero ornuywmst ot STP.
4.2.7. I'pannunsie (edge) n Herpannynbie (non-edge) moptel B RSTP.
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4.2.8. Hactpoiika nporokosnoB STP u RSTP na kommyraTtopax Eltex.
4.3. ArperupoBaHHe KaHAJIOB.

4.3.1. [Tpunuumn pa®oTHI arperanuy KaHajaoB.

4.3.2. CtaTudyeckoe arperupoBaHie KaHaJIOB.

4.3.3. lunamuueckoe arperupoBanue kanaios. [Iporokon LACP.

4.3.4. HacTpoiika pe:kuMoB pab0oThl KaHAJIbHBIX UHTEP(HENCOB.
4.4. OcoGeHHOCTH MPAKTUYECKOHN peain3alui pe3epBUPOBAHUS U
M30BITOYHOCTH.

4.4.1. Ocobennoctu mpakTudeckoi peanuzanuu RSTP.

4.4.2. OcoOenHoctu mpakTHueckoi peanuzanuu LAG.

JlabopaTopuasi: |4.1. PesepBupoBanue 1 U30bITOYHOCTH Ha YpoBHE L2. 2 yaca
HaumenoBanmue Onucanue Bpems
Tema: 5. Ctatuveckasi M JMHAMUYECKAs] MapIIPYTU3aIlUsl. 4 yaca
Onucanue: 5.1. [IpumMeHeHne cTaTHYeCKOM U TMHAMWYECKON MapIIpyTH3aLHH. 2 4aca

5.2. Cratuueckasi MapLIpyTU3ausl.

5.2.1. OcoGeHHOCTH MPUMEHEHUS CTATUYECKUX MapIIPYTOB.
5.2.1.1. IlpumeHeHuEe MapuIIPyTOB K ONPEAEICHHON CETH.
5.2.1.2. IlpumeHeHnEe MapUIpyTOB 10 YMOJYAHUIO.
5.2.1.3. [Tpumenenue mapurpytos Blackhole.
5.2.1.4. lIlpumeHeHue TUIaBaOIUX MapIIPyTOB.

5.3. Jlunamuueckas MapupyTU3aLusl.

5.3.1. Ilpunnun paboThl MPOTOKOJIOB AMHAMUYECKON MapIIpyTU3AIUH.

5.3.2. Knaccuduxkaius npoToKojaoB AMHAMUYECKON MapLIpyTH3allu.
5.3.2.1. JIucTaHUMOHHO-BEKTOPHBIE POTOKOJIBI.
5.3.2.2. ITpOoTOKOJIBI MAapIIPYTU3ALMH 10 COCTOSIHUIO KaHaJIa.
5.3.2.3. [IpoTOKOJIbI MApIIPYTHU3ALMHU 10 BEKTOPY MyTH.

5.4. OcHoBBI paboThl U KOHUrypanus nporokona OSPF.

5.4.1. Ilpunnun pa6otst OSPF.

5.4.2. OcuoBHble TepmuHbl OSPF.

5.4.3. ba3zbl nanubix OSPF.

5.4.4. Taiimepsl OSPF.

5.4.5. Buns! makeroB B OSPF.

5.4.6. Cocrosinus OSPF.

5.4.7. Ilonstue obnactu OSPF. Ponu mapuipyTu3zaTtopos.

5.5. Kondurypamus OSPF B onHoit obnactu.

5.5.1. Hactpoiika OSPF na mapmpytuszaropax ESR.

5.5.2. Hacrpoiika Ha kommyTaTopax ¢ OC ROS.

5.6. CpaBHEHHE CTaTUYECKON U TUHAMHYECKON MaplIpyTU3aL1u.

JladopaTopuas: |5.1. [lunamuueckue mapuipytsl. [Iporokon OSPF. 2 yaca
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HaumeHnoBaHue Onucanue Bpems
Tema: 6. IP-cepBuCHI. 4 yaca
Onucanue: 6.1. Heo6X01MMOCTh CHHXPOHU3ALIMU BPEMEHHU B CETH. 2 yaca

6.2. [Iporoxon NTP.
6.2.1. [IpuHUIMTIBI PAOOTHI.
6.2.2. Kondurypamus Ha ycrpoiictBax Eltex.

6.3. NTP-coBmectumbie mpotokosl (SNTP).

6.4. [Ipumep HACTPOMKH CHHXPOHU3ALUH BPEMEHH B CETH.

6.5. Coobmenus npotokona DHCP.

6.6. [Ipunun aericteus npotokona DHCP.
6.6.1. IlepBoHauanpHas apeHza.
6.6.2. [Ipomyienne apeHabl.

6.7. Perpancnsuus DHCP.

6.8. Onun mporokosna DHCP.
6.8.1. CTanaapTHbIE OMIINH.
6.8.2. Omus 82.

6.9. HacTpolika ceteBoro ycrpoiictBa B kauectse kinueHta DHCP.

6.10. Hactpoiika cepsepa DHCP.
6.10.1. Hacrpoiika cepsepa DHCP na kommyrtaropax ¢ OC ROS.
6.10.2. Hacrpoiika cepsepa DHCP na kommyTtaropax ¢ OC ISS.
6.10.3. Hacrpoiika cepsepa DHCP na mapmpyrtusaropax ESR.

6.11. Hacrpoiika perpancusaun DHCP.
6.11.1. Hacrpoiika perpancnsiuuu DHCP na kommyTtaropax ¢ OC ROS.
6.11.2. Hacrpoiika perpancisiunn DHCP na kommyTaropax ¢ OC ISS.
6.11.3. Hacrpoiika perpancisiuuu DHCP na mapmpytuzaropax ESR.

JladopaTopnas: |6.1. CHHXpOHM3AIMsI BPEMEHU CETEBBIMU YCTPOUCTBAMM IO TPOTOKOITY 2 Jaca
NTP.
6.2. Hactpoiika DHCP u DHCP Relay.

HaumenoBanue Onucanue Bpems
Tema: 7. MexceteBoii 3xkpan (MC)I). 4 yaca
Onucanue: 7.1. O6mue cBenenust o MCO. 2 yaca

7.2. Stateless u stateful MCD.
7.3. 3onaneHbiii MCD (Zone-based Firewall, ZBF).
7.3.1. llpunuun neiictBust ZBF.
7.3.2. Co3nanue 30H 0€30I1aCHOCTH.
7.3.3. 3ona 0e3omacHoctH self .
7.3.4. Ha3znauenue naTep(deiicoB B 30HBI OC30ITACHOCTH.
7.3.5. BzaumoeiicTBre 30H 0€30aCHOCTH.
7.3.6. I'pymmiet 00bekToB (Object-group).
7.3.6.1. Object-group network.
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7.3.6.2. Object-group service.
7.3.6.3. Object-group mac.
7.3.6.4. Object-group application.
7.3.6.5. Object-group url.
7.3.6.6. Object-group address-port.
7.3.7. llpaBuna MCD.

7.3.7.1. Ilopsimox 0OpabOTKH MIpaBHUII.
7.3.7.2. ITouck coBaeHUM 1O MapaMeTpam.
7.3.7.3. PegaktupoBaHue mpaBuil.
7.3.7.4. JlorupoBaHue NMpaBUIL.

7.4. JlnarHocTuka.

7.5. Kondurypamwmst 3oHapH0r0 MCD.

JlabopaTopuas: |7.1. Kondurypaius MexKceTeBOro s3KpaHa. 2 yaca
HaumenoBanmue Onucanue Bpems
Tema: 8. Tpancasiuusi ceTeBbIX aIPecoB. 4 yaca
Onucanue: 8.1. [Ipunuun padotsl NAT. 2 Jaca
8.1.1. OcHOBHBIE TEPMUHBI U OHATUS.
8.1.2. Proxy ARP.
8.2. Pacunpennas Hactpoiika NAT.
8.2.1. [Ipumenenue Source NAT.
8.2.2. [Ipumenenue Destination NAT.
8.2.3. Ilpumenenue Port Address Translation (PAT).
8.3. Kondurypanus NAT mexnay 3oaamu MCD.
JlabopaTopuas: |8.1. Konpurypauus NAT ¢ ucrnonb30BaHUEM MEXKCETEBOIO IKpaHa. 2 yaca
HaumenoBanmue Onucanue Bpems
Tema: 9. MOHUTOPHMHT U ypaBJIeHHE. 6 yacoB
Onucanue: 9.1. Cucremnslii xypHai (syslog). 4 yaca

9.1.1. ®opmart coobienuii syslog.

9.1.2. HanpaBneHus BeIBOJA cooOMIeHMIA Syslog.
9.1.3. YpoBHU BaXHOCTH COOOIICHHH Syslog.
9.1.4. Kondurypamusi CHCTEMHOTO KypHaJa.

9.1.4.1. Kondurypanus syslog na mapmpyrtuszaropax ESR.

9.1.4.2. Hactpoiika syslog Ha kommyratopax ¢ OC ROS.
9.1.4.3. Hactpoiika syslog na kommyrtatopax ¢ OC ISS.

9.1.4.4. llpumep xoudurypanun SysLog Ha ycrpoiicTBax Eltex.

9.2. Simple Network Management Protocol (SNMP v.2).
9.2.1. Ilpunuun aeiicteus nporokosa SNMP.

9.2.2. Unentuduxarops 06bekToB (OID) 1 6a3a qaHHBIX yHpaBICHHS
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(MIB).
9.2.3. Coobmmienuss SNMP.
9.2.3.1. 3anpocs rpynmns Get.
9.2.3.2. Coobmenust Get-Response.
9.2.3.3. 3ampocs Set.
9.2.3.4. CooOuienus Trap u Inform.
9.2.4. bezonacHocts SNMP.
9.2.4.1. INapoau Community.
9.2.4.2. IlpencraBnenus View.
9.2.5. Konduryparus SNMP.
9.2.5.1. Kondurypamus SNMP na mapmpytuzaropax ESR.
9.2.5.2. Kongurypauuss SNMP na kommyTtaropax ¢ OC ROS.
9.2.5.3. Kondurypauuss SNMP na kommytaropax ¢ OC ISS.
9.3. Pe3epBHOE KONMPOBAHUE.
9.3.1. Metoapl XpaHeHUS] KOHPUTYPALIUH.
9.3.2. Pa3zoBoe coxpaHeHHE KOH(pUTypaLuu.
9.3.2.1. CoxpaneHue pe3epBHOM Konuu Ha MapuipyTtuzaropax ESR.
9.3.2.2. CoxpaHneHnue pe3epBHOM Konuu Ha kommyTtaTtopax MES.
9.3.3. ABTOMaTHYECKOE COXpaHEHHE PE3EPBHON KOH(DUTYpAITHH.
9.3.3.1. ABTOoMaTHuYeCKO€ pe3epBUPOBAHNE HA MapUIpyTH3aTOpax
ESR.
9.3.3.2. ABTOMaTHueCcKO€e pe3epBUpoBaHue Ha kommyTaTopax MES.
9.4. Ympasnenue [10 cereBbix yctpoiicTs Eltex.
9.4.1. O6pa3sbl 1O Ha ceTeBBIX YCTPONHCTBAX.
9.4.2. O6noBnenue 06pa3oB 10 Ha ceTeBBIX yCTPOIiCTBAX.
9.4.2.1. O6nosnenue I10 Ha kommyTtaropax Eltex MES.
9.4.2.2. O6noenenue 10 Ha mapuipytuzaropax Eltex ESR.
9.4.3. Boccranosienue oopazos I10 nocie oOHOBIECHUS.
9.5. Eltex Cloud Configuration Manager.
9.5.1. Haznauenue u ¢pyaxmuun ECCM.
9.5.2. CocraB peuieHusl.
9.5.3. llpenxoudurypamus ycTpoicTs s noaxrodcans kK ECCM.
9.5.4. llogkmrouenue yctpoicts kK ECCM.
9.5.5. Kondurypanus ¥ MOHUTOPHUHT ceTu ¢ moMotipio ECCM.

JladopaTopnasi: |9.1. Hactpoiika SNMP. 2 yaca
9.2. HaBuranus 8 ECCM. IloakintoueHue U ynpasieHUe YCTPOHCTBAMU
Eltex B ECCM.

Hrorosas popma KoOHTpoOJIsI: 2 Yaca

B pamkax maHHOTO Kypca mpeaoCcTaBiIseTcsl OHA MOMBITKA MTPOXOXKACHUS (PHHATEHOTO dK3aMeHa, KOTopast
MOJKET OBITh UCTOJIb30BaHAa B JIEHb 3aBEPIICHUS Kypca.

B cnyuae HeygauHOTO 3aBEpIICHUS, MOXXHO OOPATUTHCSI B KOMMEPYECKHI OTAeN sl IPUOOPETSHMSI TIaTHOU
JOTIOJTHUTEIbHOM MOIBITKH.

[TnaTHOM MOMBITKOW MOKHO BOCIIOJIB30BATHCS B TeUeHHE 21 KalleHAapHOTO JTHS TOCIIe 3aBEPIIeHUsT 00ydeHUSI.
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